
Session Replay Lab

Cybersecurity 701



Session Replay Materials

• Materials needed
• Kali Linux Virtual Machine
• Windows 7 Virtual Machine

• Software tool used
• DVWA (Web/Application)



Objectives Covered

• Security + Objectives (SY0-701)
• Objective 2.4 – Given a scenario, analyze indicators of malicious 

activity.
• On-path
• Credential replay
• Malicious code



What is a session replay attack?

• Session replay is when an attacker gains 
access to a legitimate session

• Gains access by using the same cookies 
(especially the session ID cookie)

• This is sometimes called cookie hijacking
• A hacker authenticates via the same cookies as 

the normal user



Session Replay Lab Overview

1. Set up Environments
2. Find Kali’s IP Address
3. Log into DVWA
4. Capture the session ID
5. Use the Session ID
6. Replay the Session



Set up Environments

• Log into your range
• Open the Kali Linux and Windows 7 environments

• You should be on your Kali Linux Desktop
• You should also be on your Windows7 Desktop



Find the IP Address (Kali Machine)

• You will need the IP address of the Kali machine.
• Open the Terminal
• In the Linux VM, open the Terminal and type the following 

command:
hostname -I

• This will display the IP Address
• Write down the Kali VM IP address The IP Address



Log into DVWA

• Start up the web servers (on the Kali machine)
DVWA_start

• On the Windows Machine, go to the DVWA webpage
http://Kali-IP-Address/dvwa

• Login using the following credentials
• Username: admin
• Password: password



Capture the Session ID

• In Kali, open a Terminal
• Open Wireshark with the following command

sudo wireshark

• In the “…using this filter:” option, type 
host <Windows-IP-Address>

• This will only find packets from the Windows machine
• Select the “any” network below

• Click on the blue fin to start capturing packets

Windows IP Address

Select “any” network

Blue fin to start 
capturing packets



Capture the Session ID 

• On the Windows 7 machine, change the security to “High”
• Click on the DVWA Security tab
• On the dropdown menu, change “Impossible” to “High”
• Click Submit

• On the Kali machine, stop the capture
• Click on the red square

Stops the capture

DVWA Security

Change to “High”



Capture the Session ID  

• In the packet capture, look for the following HTTP request in 
Info:
GET /dvwa/security.php

Look for this 
packet



Capture the Session ID   

• Right-click on the packet
• Select the “Follow” option
• Select “HTTP Stream”
• This will open this HTTP exchange

Follow the HTTP 
Stream

The HTTP Stream



Capture the Session ID    

• You should see the session ID
• Will be in red

•  You should also see the 
security=impossible

• Scroll down to see when the 
security changed to high

• Copy that session ID

Security set to 
“impossible”

Security changed 
to “high”

Copy the Session ID



Using the Session ID

• In Kali, open Firefox
• Go to localhost/dvwa

• This is the DVWA website
• Notice you still have to log-in

• We will use the captured session ID to login on the next slide
• This will skip the log-in step



Open Web Developers Tools

• Type Ctrl+Shift+I
• Select the Storage Tab
• Double click the Value beside PHPSESSID and replace with the 

copied ID from Wireshark
• Double click the Value beside security to change impossible to 

high



Replay the Session
• Click on the DVWA tab in Firefox
• Change the URL

• Change the login.php to security.php
• Load the webpage
• Notice you are now logged into 

DVWA
• This is the same session as the 

Windows session!
• You have hijacked the Windows 

user’s session and never had to 
enter their password or log into 
DVWA!

Change “login.php” to 
“security.php”



Defend Against Session Replay Attacks

• Avoid GET when possible
• Do not leave session opened

• This attack would not have happened if the user was not logged into 
the DVWA website application on the other tab

• Timestamp cookies/sessions
• Use SameSite Cookies

• Don’t allow cookies to be used on external websites
• What are some other ways of defending against a session 

hijacking?


	Session Replay Lab
	Session Replay Materials
	Objectives Covered
	What is a session replay attack?
	Session Replay Lab Overview
	Set up Environments
	Find the IP Address (Kali Machine)
	Log into DVWA
	Capture the Session ID
	Capture the Session ID 
	Capture the Session ID  
	Capture the Session ID   
	Capture the Session ID    
	Using the Session ID
	Open Web Developers Tools
	Replay the Session
	Defend Against Session Replay Attacks

